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You May Not Be Covered For That Fraudulent Wire Transfer 

Law360, New York (November 4, 2016, 12:10 PM EDT) --  
                                                                                                                                                                 
We live in a world where computers dominate company operations and ever-
increasing cyber threats and exposures are the norm. The FBI has recently warned 
that one of the most common and potentially devastating cyberrisks is the business 
email compromise (BEC) scam.[1] The BEC is a smart, sophisticated phishing scam 
targeting businesses working with foreign suppliers and/or businesses that 
regularly perform wire transfer payments. The scam is typically carried out by 
compromising legitimate business email accounts (often executives) through 
advanced social engineering or computer intrusion techniques to conduct 
unauthorized transfers of funds. As a result of these and other types of 
cyberthreats and exposures, many companies now turn to various cyberinsurance 
policies as a method of managing cyberrisk. Think your business is covered when a fraudster comes 
phishing? Courts recently have been grappling with this issue and, as a result, it may be time to 
reevaluate your cybercoverages. 
 
Insurers have increasingly taken the position that funds disbursed to fraudsters because of the voluntary 
actions of employees as a result of fraudulent emails are not covered risks because they are 
distinguishable from situations where hackers misappropriate the funds directly. In the case Medidata 
Solutions Inc. v. Federal Insurance Co., No. 1:15-cv-00907-ALC, currently pending in the Southern District 
of New York, midlevel employees at Medidata were deceived into transferring $4.8 million to a foreign 
bank account based on emails appearing to come from a Medidata executive. Federal Insurance 
Company, a subsidiary of Chubb, insured Medidata under a crime policy providing coverage for 
computer fraud, forgery, and funds transfer fraud. The policy's "computer fraud" coverage protected 
against loss from "the unlawful taking or fraudulently induced transfer of money ... resulting from a 
[c]omputer [v]iolation," which it defines as "the fraudulent entry of [d]ata into ... a [c]omputer [s]ystem" 
and "change to [d]ata elements or program logic of a [c]omputer [s]ystem." The policy's "funds transfer 
fraud coverage" protected against "direct loss of [m]oney" resulting from "fraudulent electronic ... 
instructions" directing a financial institution to pay funds without the knowledge or consent of the 
organization purportedly issuing the instructions. 
 
Federal Insurance denied Medidata's claim stating that its policy covered "involuntary transfers effected 
by hackers, forgers and imposters, not voluntary transfers effected by authorized signatories." Medidata 
sued and both parties recently filed cross-motions for summary judgment. Federal Insurance, in seeking 
summary judgment, argued the transmission of an email is not "fraudulent entry of [d]ata" and did not 
cause the loss (because an email "cannot initiate a wire transfer"). Federal Insurance also argued a 
voluntary approved transfer by an employee did not constitute "funds transfer fraud." Medidata, in 
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seeking summary judgment, argued that the modifications to the email to include the executive's name 
and picture constituted "fraudulent entry of data" and that coverage would be meaningless if it did not 
apply to fraudulently inducing the voluntary transfer of funds. The court recently denied both parties' 
summary judgment motions on the basis of an "insufficient record" and ordered further discovery. 
 
At stake with the further discovery is whether Medidata can convince the court the perpetrator's actions 
constituted a "fraudulent entry of data" or a change to the data elements of Medidata's computer 
systems. In recent filings with the court, Medidata argues the way the fraudulent emails were created 
(by using computer code to create emails with the perpetrator's email address in the "From" field that 
was not visible to the recipient when viewing the email, thereby creating the appearance of legitimate 
email) establishes the fraud perpetrated was caused by the "fraudulent entry of data." By contrast, 
Federal Insurance argues the further discovery shows the emails were created without accessing or 
changing Medidata's computers and that the receipt of false information is not a "fraudulent change" or 
"fraudulent entry" and therefore insufficient to trigger coverage. 
 
That the court sought additional discovery on the mechanics of how the perpetrator sent the emails and 
what changes were made to Medidata's computer systems suggests that the court may be seeking for 
ways to find coverage, i.e., the court may not be inclined to outright endorse Federal Insurance's 
categorical denial of coverage for phishing attacks resulting in an employee's voluntary transfer of 
money. The court is currently poised to make a further ruling on this issue and its ultimate decision will 
likely have a tremendous impact on victims of BEC scams seeking coverage under these types of policies. 
 
Interestingly, the Fifth Circuit Court of Appeals in Apache Corp. v. Great American Ins. Co., No 15-20499 
(5th Cir. Oct. 18, 2016), recently ruled that a crime policy did not cover loss resulting from a fraudulent 
email directing funds to be sent electronically to the perpetrator's bank account because the scheme did 
not constitute "computer fraud" under the policy. In Apache, an employee received a telephone call 
from an individual identifying himself as a representative of Petrofac, a vendor of Apache. The caller 
instructed the Apache employee to change the bank account information for its payments to Petrofac. 
The employee requested confirmation of the change to be provided in a formal request on Petrofac 
letterhead. 
 
A week later, Apache received an email from a "petrofacltd.com" address confirming the change. 
Petrofac's authentic email domain name, however, was "petrofac.com." The fraudsters created the fake 
domain to send the fraudulent email that came complete with a fake telephone number, which Apache 
personnel used to confirm the requested change. Apache then proceeded to make payments to the 
fraudulent account. Within one month, Apache was notified that Petrofac had not received 
approximately $7 million in payments that had been sent to the fraudulent account. Apache managed to 
recoup a substantial portion of the funds, but it ultimately suffered a loss of approximately $2.4 million. 
 
Apache was insured under a crime policy issued by Great American Insurance Company. Apache 
submitted a claim for reimbursement of the unrecovered funds under the policy's computer fraud 
coverage, which afforded coverage for loss "resulting directly from the use of any computer to 
fraudulently cause a transfer" of money or property to a person or place outside the company. GAIC 
denied coverage, claiming that the "loss did not result directly from the use of a computer nor did the 
use of a computer cause the transfer of funds." The federal district court sided with Apache and held 
that the intervening steps of the phone call and approval of the change request by Apache's supervisors 
did not alter the fact that the fraudsters used a computer to perpetrate the fraud. 
 
 



 

 

 

On appeal, the Fifth Circuit vacated the judgment and held that the loss did not come within the scope 
of the computer fraud coverage because the loss did not result directly from the use of any computer, 
this despite the changing of account information following a confirming email and despite the funds 
were transferred electronically. Ultimately, the court found that while email was part of the scheme, it 
was merely "incidental to the occurrence of the authorized transfer of money." Further, the court 
emphasized that electronic communications are now ubiquitous and few, if any, fraudulent schemes 
would not involve some form of computer-facilitated communication. Thus, the court concluded that 
"to interpret the computer fraud provision as reaching any fraudulent scheme in which an email 
communication was part of the process would [ ] convert the computer-fraud provision to one for 
general fraud." 
 
The Apache decision is a narrow reading of the crime policy to essentially afford coverage only in 
hacking type situations. Whether the Medidata court will follow suit remains to be seen, but companies 
should consider the recent narrow interpretations of crime policies when considering various types of 
cybercoverage. Notably, while the Apache court dealt specifically with a crime policy, the implications of 
the decision could ultimately reach beyond crime policies to other types of cyberpolicies. For example, a 
company that suffers a data breach whereby personally identifiable information is disclosed through the 
loss of a physical piece of hardware, i.e., a flash drive or other portable device, or another intervening 
factor is found, such as the initial contact is made by phone, it is possible coverage will be denied, even 
if a computer was involved in the fraud. 
 
Further reporting on this will come after the Southern District of New York rules on Medidata Solutions 
Inc. v. Federal Insurance Co. In the meantime, here are a few practical tips to avoid having your 
organization fall victim to a BEC Scam: 

 Always verify requested changes. Verify changes in vendor payment requests or any other 
requested changes for transfers. Do not just click "reply," confirm the requested changes via a 
separate channel, like a phone call. 

 Use company domain emails. Be wary of using free, web-based email accounts which are more 
susceptible to hacking. 

 Emails directing payment should get special attention and scrutiny. 
 Be wary of emails requesting secrecy or urgent action. 
 Create intrusion detection system rules that flag emails with extensions that are similar to the 

company email but not exactly the same. For example, .co instead of .com. 
 Know your vendors and customers. Beware any significant changes. 
 Establish protocols for wire transfers and data privacy. Train your employees on those protocols. 

 
—By Elaine F. Harwell, Selman Breitman LLP 
 
Elaine Harwell is of counsel with Selman Breitman in San Diego. She is a certified information 
privacy professional through the International Association of Privacy Professionals and chair of Selman 
Breitman’s cyberlaw practice. Among other things, Harwell assists her clients in training employees on 
data security, creating privacy programs and litigating cases with privacy issues. 
 
 
 



 

 

 
The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
 
 
[1] https://www.ic3.gov/media/2016/160614.aspx 
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